Guide to sending e-mails
General Guidelines To Avoid Emails To Be Mistaken For Spam
If you run a mailing list, or email newsletter that sends out numerous similar or identical messages, you
may risk being accused of sending spam. If you are accused of spamming, your ISP may cancel your
account, you may lose the hosting of your website.
If possible, limit each email shot to 1000 emails.
If your emails are being sent to people who did not sign up to receive them, or to people who may have
signed up and forgotten, you may begin receiving spam complaints. If these complaints make it to your
Internet Service Provider, some of the consequences mentioned above may result. If unwilling receivers
of your email report it to an internet blacklist, you may have your site may blacklisted by thousands of
other internet servers.
If you add people to your list without their consent, you will often be labelled as a spammer. Spam
doesn't necessarily have to be for bogus products and services. Your legitimate email newsletter may
be considered spam simply because it was unsolicited.
If your emails are all identical, with no personalized information whatsoever, these may be considered
spam as well. Since spam is mass-emailed to tens of thousands of individuals, its content is usually
completely general. If your correspondence contains no personalized or unique information, or
appears to be "canned" it may be mistaken for spam.
If you send emails to people on your mailing list that contain topics or information that are irrelevant to
the original description of your mailing list, you may be considered a spammer. People who signed up
for your list did so in order to receive pertinent information, if you wish to send them email on
unrelated topics, you should ask their permission first. Also, if you send correspondence to people at a
more frequent rate than you had specified when they signed up, this may be considered spamming as
well.
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What not to do:
•

E-mail text with more than 76 characters per line.
E-mails with text lines exceeding 76 characters in one line are likely to be considered as spam.

•

Do not purchase email lists or so-called opt-in lists from companies claiming to have "thousands
of legitimate email addresses". Most of these companies do not bother to check whether the
addresses on their lists are valid and hardly ever ask for consent from their recipients. You will end
up sending your mail to unwilling recipients and will be accused of spamming.

•

Do not send unsolicited e-mails with an "opt-out" option and expect this to legitimize your email. Users should not have to go through the trouble of opting out of a mailing list that they did
not sign up for in the first place. Many internet users will also ignore the "opt-out" instructions
because spammers use these to validate the e-mail addresses in their lists.

•

Do not request a receipt of delivery for your mailing list. Many users consider this an invasion
of privacy, and spammers also use this ploy for email verification.

•

Do not use any spamming or harvesting software. This includes automated email programs, email address guessing and verification programs, webpage spiders, Usenet harvesters, or any other
unsolicited e-mail software. The use of these devices is universally attributed to spammers.

•

Do not send numerous identical messages. If you are sending out multiple e-mails, attempt to
personalize the subject and body of the messages so they are not completely general. Messages
that appear "canned" are often considered spam.

What you should do:
•

Always DOUBLE VERIFY every e-mail address in your list. This means that upon receiving an email address from an online form, or by any other means, you should send a brief confirmation email stating that their email address was submitted, and asking them to confirm their registration in
your mailing list.

•

Keep track of where you receive every e-mail address on your list. This way, if there is ever a
dispute or complaint, you can provide your members with a complete history of their subscription.
When you keep track of where each e-mail address came from, you can identify where the "dirty"
source was, and cease to use it.

•

Keep your mailing list up to date. Make requested contact changes promptly, and do requested
removals immediately.

•

Personalize the subject and body of your e-mails. Although this may take more time, it adds a
level of credibility and professionalism that will set you apart from spammers.

•

State your terms clearly and stick to them. If you are going to send out an e-mail every week,
make sure that your recipients are aware of this, and do not send out any more than that. If you are
going to be sending e-mail about one specific topic, stick to this topic and do not send out
unrelated material without prior permission.
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